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Abstract—Rationales offer a method for app developers to
convey their permission needs to users. While guidelines and
recommendations exist on how to request permissions, developers
have the creative freedom to design and phrase these rationales.
In this work, we explore the characteristics of real-world ra-
tionales and how their building blocks affect users’ permission
decisions and their evaluation of those decisions. Through an
analysis of 720 sentences and 428 screenshots of rationales from
the top apps of Google Play, we identify the various phrasing
and design elements of rationales. Subsequently, in a user study
involving 960 participants, we explore how different combinations
of phrasings impact users’ permission decision-making process.
By aligning our insights with established recommendations,
we offer actionable guidelines for developers, aiming to make
rationales a usable security instrument for users.

I. INTRODUCTION

Imagine you open an app, and one of the following
messages pops up: “We would like access to your camera
for the app to work correctly,” or “Please allow access to
your camera. Without this permission, the app cannot scan
your documents. We do not collect or transfer any personal
data outside your phone.” Which permission request would
you rather approve? Which would leave you feeling better
informed, more satisfied, and more in control of your decision?
In a world where app developers have the freedom but also the
responsibility to clarify their permission requests to users, it is
crucial that the wording and presentation of these explanations
align with users’ expectations.

In this paper, we explore “rationales”—the explanations be-
hind runtime permission requests—by analyzing their designs,
wording, and how different phrasings affect users’ permission
decisions. Our first goal is to understand the current
state of rationales in Android apps (see Figure 1a). Despite
numerous guidelines for developers on effective permission
communication [5], [34], [53], the practical implementation
and interpretation of these recommendations in the design
and phrasing of real-world rationales remains uncertain. By

manually analyzing 720 sentences and 428 screenshots of ra-
tionales collected from the top apps on Google Play, we unveil
how app developers convey their permission needs in practice.
This investigation establishes a baseline for evaluating future
innovations and changes in this domain, potentially guiding
the improvement of existing best practices for the benefit of
both app developers and end-users.

Our exploration revealed the diversity of rationales with
various patterns. We found that app developers phrase their
rationales from different perspectives. Rationales can comprise
one or multiple phrases. They can be specific or vague, positive
or negative, and may include additional information as optional
clauses. Regarding design, we observed diverse layouts with
unique combinations of buttons, icons, and titles. Additionally,
we observed patterns that occurred more frequently among de-
velopers, such as using a dialog to present a concise rationale,
typically composed of a single phrase.

Finding a variety of different ways how app developers
can convey permission needs to users naturally leads to the
second question of whether different rationale phrasings
impact users’ decision-making process (see Figure 1b).
Previous research in other fields has shown that linguistic
variations can influence a variety of user decisions [1], [16],
[29], [44], [60], [66]. Therefore, we break down rationales into
their fundamental building blocks and examine how different
combinations of these building blocks affect users’ permission
decisions and their perception of those decisions.

In an online user study with 960 participants, we gain
insights into how users perceive and respond to rationales. We
demonstrate that rationale phrasings alone significantly impact
user choices regarding permissions and their assessment of
these choices. When comparing the two rationales at the outset
of this introduction, our study reveals that the second phrasing
leads to a higher likelihood of granting permission, provides
users with more informed decision-making, increases user
satisfaction, and enhances the perception of being in control.

We observed that the natural variability in rationales is
inherent. However, specific phrasings within rationales are
essential for app developers to prioritize to improve the user’s
decision-making process. Finally, we compare our findings
with available guidelines to create actionable recommenda-
tions for app developers, aiming to make rationales a usable
security instrument for users.
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Fig. 1: Methodology of our exploration of rationales and their effect on users’ permission decisions.

Fig. 2: Sample rationale from an Android app.

II. RELATED WORK

The persistent challenge of aligning app developers’ needs
for their apps to function with users’ willingness to grant per-
missions has been extensively studied. Previous research has
revealed a disparity between the permissions that apps request
and the users’ expectations [8], [9], [11], [22], [41], [70]. This
disparity creates a sense of discomfort and uncertainty among
users, impacting their confidence in making a permission
decision. Hence, there is a need for proper communication
between developers and users.

App developers can use various instruments to communicate
permission usage to users, including app descriptions, privacy
policies, and, more recently, iOS Privacy Nutrition Labels [6]
and Google Play’s Data Safety Section [35]. Given the wealth
of information in app descriptions, research has proposed
techniques to automatically extract permission usage from
text or code [51], [54], [55], [67], [73], which can then be
used to measure the fidelity of the description in conveying
permission usage to users [23], [25], [57]. The primary goal
of iOS Privacy Nutrition Labels and Google Play’s Data
Safety Section is to streamline the content of lengthy and
complex privacy policies. However, these instruments have
their own limitations and challenges in terms of being correctly
interpreted by both developers and users [15], [42], [46],
[47], [58], [59], [74], [75]. As a result, a dedicated research
area is focused on enhancing the usability of these privacy
instruments [15], [48], [74], [75].

Another, more direct approach to explaining the need for
permissions to users is through rationales. A rationale is a
message associated with a runtime permission request. For
instance, in iOS, the message “We need Storage permission
to save images and documents.” is directly integrated into the

permission request, while in Android, it can be presented in
a separate view, which developers can design as they like
(see Figure 2). Although general guidelines exist for crafting
rationales [5], [34], [53], prior research indicates that app
developers often underutilize them, and when used, they often
lack meaningful content [50], [65]. Given that app stores
do not impose any specific regulations on how rationales
should be presented to users, two crucial questions remain
unanswered: (1) how do app developers currently phrase and
design rationales, and (2) how do different rationale phrasings
influence users’ permission decisions?

Limited research has explored the influence of rationales on
user decision-making. Previous studies have shown that users
benefit from receiving additional information in permission
requests [61], [69], [72]. Specifically, earlier research has indi-
cated that including rationales increases the likelihood of users
granting permissions [65] and positively affects how users
assess their permission choices [19]. Furthermore, similar find-
ings exist in other domains. For instance, in the field of two-
factor authentication (2FA), personalized messages have been
found to enhance user adoption of 2FA [29]. Additionally, the
terminology used in app descriptions significantly shapes user
perceptions of security within secure messaging apps [1], [16].
However, it is crucial to emphasize that the specific effects of
rationales have yet to be investigated.

While the influence of rationale phrasing on users’ permis-
sion decision-making has received limited attention, the sig-
nificance of language in decision contexts is well-established
in various fields. One such phenomenon is the framing ef-
fect [66], a concept extensively studied in psychology [63].
The framing effect reveals how decisions and judgments can be
swayed by how information is presented or framed [44], [66].
Other studies have shown that subtle wording differences can
significantly influence customers’ attitudes toward brands [60].
By drawing connections between these diverse findings, it
is reasonable to conclude that users deciding on permissions
affecting their privacy may also be influenced by variations in
the rationale prompt, whether or not these variations provide
new information or are merely linguistic differences.

III. INVESTIGATING RATIONALE DIFFERENCES

While numerous recommendations exist for developers
about how to communicate permission needs to users [5],
[34], [53], the actual interpretation and implementation of
these recommendations in rationales remain unclear. The fol-
lowing exploratory analysis aims to unveil how permission



needs are communicated in practice. To this end, we first
crawled the most relevant apps from Google Play. Next, we
extracted rationales and manually labeled them in a bottom-up
coding process. Finally, we extracted dimensions along which
developers’ implemented rationales typically differ.

Between 08/2021 and 04/2022, we continuously crawled
the top 50 apps in every category on Google Play. This
effort produced a dataset containing 11,500 unique APKs,
considering solely the most recent app versions. For our
exploratory analysis, we narrowed this dataset to apps that
requested at least one runtime, i.e., dangerous protection level,
permission in their manifest file. This yielded a final selection
of 9,489 APKs, set for in-depth exploration.

A. Rationale Extraction and Classification

Our next step was to extract rationales. Rationales can come
in various forms and may not be immediately recognizable
within the app’s UI elements. However, we saw this as a
valuable starting point for locating rationales because Google
recommends that developers specify all text elements in the
strings.xml files of Android apps [32]. Given the challenge
of identifying rationales due to their scarcity, we developed
an initial classifier using SpaCy [21]. This classifier was
trained on a labeled dataset from our prior work [19], which
included 450 rationales and 250 non-rationales. We employed
this classifier to filter out non-rationales from all sentences
extracted from the string.xml files, resulting in a dataset of
55,000 unique sentences that had the potential to be rationales.

During the initial classifier assessment, we manually
checked 3,945 of these sentences. Once labeled, cleaned, and
cleared of duplicates, these sentences comprised 801 rationales
and 892 non-rationales set aside for threshold optimization
and evaluation. The remaining sentences underwent annotation
using Prodigy [20], a tool that employs active learning, selec-
tively prompting users to annotate sentences that the classifier
struggles with. In total, 1,500 sentences were annotated—777
as rationales and 723 as non-rationales—forming our balanced
training dataset. Our final classifier achieved a precision of
0.99, a recall of 0.84, and an F-score of 0.91.

Applying this classifier to the strings.xml files, we found
35,737 unique rationale sentences across 6,524 apps. Our
investigation then broadened to analyze the overall context
in which these rationales appeared through dynamic analysis.
This involved exploring design aspects and phrases that, while
not rationales on their own, carry significance, such as “See
how we protect your privacy, tap here.” or “We will not collect
your personal information.”

To execute dynamic analysis on our dataset, we employed
an approach inspired by prior research [12], [13]. Our analysis
was conducted simultaneously on four Android emulators
(API level 30), with a timeout of 12 minutes per app. We
started with decoding the APK and rendering its activities
accessible to external entities by setting “exported=true” for
each activity within the manifest file. We used Apktool [39]
to decode and repackage APKs. Then, we launched each

activity through adb shell commands and automatically navi-
gated through its interactive components. Permission requests
encountered during the launch were intentionally denied and
followed by an activity restart. This was essential to activate
rationales that emerge specifically after at least one permission
denial [30]. Subsequently, we dumped the XML layout of the
current activity and used our classifier to analyze all sentences
within it for potential rationales. When detected, we captured
a screenshot of the respective activity.

Given the complexity of Android activity layouts, poten-
tially including hidden elements, we harnessed UIAutoma-
tor [36] to interact with interactive components. Our approach
extended to testing swipe gestures, especially relevant when
dealing with onboarding processes devoid of clickable “next”
buttons. Interactions that led to layout changes within the same
activity prompted a subsequent rationale check.

We successfully explored 3,818 of the 6,524 apps, encom-
passing partially analyzed apps due to timeouts (346 APKs).
Unfortunately, analysis was unfeasible for 1,486 apps, as their
activity initiation necessitated extra parameters ascertainable
only through time-consuming static analysis [12]. Apktool
could not repack the remaining 1,220 apps.

In total, we collected 2,953 screenshots. We filtered out
screenshots depicting cookie notifications, update messages,
privacy policies, and other instances erroneously included by
our classifier due to resemblances with rationales. While some
of these instances did contain rationales, they were often
embedded within privacy policies, which were beyond the
scope of this study. We also removed duplicate rationales
within apps. This curation process resulted in a total count
of 1,054 unique rationale screenshots from 709 distinct apps.

We analyzed both the content and design of rationales
using inductive and axial coding until saturation. Initially,
our dataset consisted of 35,737 unique text-based rationales
and 1,054 rationale screenshots. Given the substantial number
of rationales to code manually, our methodology involved
assigning categorical labels (aka. codes) to rationale messages
and designs. In this process, two independent researchers
created codes for the same batch of rationales, which were
then collaboratively discussed until an amalgamated codebook
was formed. The final codebook was subsequently used to
code 720 randomly chosen text rationales and 428 screenshots,
creating our sample dataset. The entire coding process took
two independent researchers four weeks to complete. The final
codebook can be found on the Open Science Framework [18].

Next, we will outline our findings on the diversity of
rationale phrasing and design. We will present the occurrence
percentages of each label in two datasets: our manually labeled
rationale sentences (N = 720, marked as %m) and our
manually labeled screenshots (N = 428, marked as %s).

1) Rationale Building Blocks: This section focuses on the
structure and phrasing of rationale sentences.
Functionality. In our sample, rationales varied between pro-
viding specific information about permission use and remain-
ing vague. At times, they failed to reveal the functionality
requiring permission. In our manual analysis, when a rationale



pertains to a particular feature within the app (e.g., searching
for gas stations), we considered it specific (58%m 69%s). Con-
versely, a functionality that merely indicates that permission is
necessary would be labeled unspecific (12%m 14%s). In some
cases, no functionality was indicated (30%m 17%s).
Articulation. There are two ways to convey permission-
enabled functionality to users. One approach is positive phras-
ing (79%m 83%s), where granting permission enables the
functionality. The other is negative phrasing (21%m 17%s),
where lack of permission results in the functionality being
unavailable. For instance, positive phrasing would be some-
thing like “Camera permission is needed to use the scanner,”
while its negative counterpart would be “Unable to use the
scanner without the camera permission.”
Permission Type. We observed that rationales typically spec-
ify the permission they pertain to (83%m). Within our dataset,
the most prevalent permissions were location (32%m), storage
(29%m), camera (19%m), and microphone (8%m). Addition-
ally, rationales might encompass multiple permissions (9%m

7%s), falling into two categories: either several permissions
collectively enable the same functionality, as illustrated in
Figure 3a, or each permission individually facilitates different
functionalities, as depicted in Figure 3b.
Perspective. A rationale can be phrased from one or multiple
perspectives. One perspective addresses the user and prompts
them to take action. Alternatively, rationales can emphasize the
app’s necessity for permission to execute specific functions.
Another approach involves highlighting the permission’s role
in facilitating particular functionalities.
◦ User Perspective. When a rationale is framed from the

users’ perspective, it prompts them to take steps toward
granting permission. The nature of these actions can vary
in terms of specificity. In its simplest form, it might ask the
user to “please grant permission.” Alternatively, it could
guide where to click to grant permission, like “click allow
to grant permission” or “grant permission in the next
screen.” In our dataset, most rationales contained a phrase
from the users’ perspective (67%m 59%s).
When permission is blocked, users must take extra steps
to grant it. Rationales associated with this situation usually
direct users to device settings, e.g., “please grant per-
mission from settings” (24%m 18%s). For more precise
instructions, these directions are frequently laid out in a
step-by-step manner, utilizing commas (,,,), operators that
are used as arrows (>>>), or numbered lists (1. 2. 3.).
For example, a direction might read: “Tap settings > go
to app info > permissions, then allow permission.”
We have identified two distinct approaches to how a
rationale addresses the user. The first involves employing
imperative commands with words like “grant,” “turn on,”
“allow,” and “enable.” This kind of rationale can come
across as demanding. However, adding the word “please”
to the request introduces a more polite tone. We found
that around half of the rationales with the user perspective
were politely phrased (43%m 40%s). The second approach
directly addresses the user using phrases like “you must,”

(a) (b)

Fig. 3: (a) Multiple permissions enable the same functionality.
(b) Each permission enables a different functionality.

“you will need to,” and “you have to.” Furthermore,
the users’ perspective can also be conveyed in negative
sentences like “you denied permission.”

◦ App Perspective. Another common perspective in ra-
tionales is that of the app itself. (30%m 37%s). In this
phrasing style, we encountered several variations. The app
explicitly expresses its need for permission, often stating
“this app needs permission” or “{app name} needs per-
mission.” Sometimes, specific functionalities of the app
need permission, as seen in “scanning QR codes needs
permission.” A more polite approach would be, “this app
would like permission,”. However, we did not come across
this polite variation very often in rationales that included
a phrase from the app’s perspective (2%m 3%s). The app’s
perspective is also reflected in negative sentences such as
“the app does not have access to permission.”

◦ Objective Perspective. When the need for permission
is communicated passively, such as in the phrases “per-
mission is needed” or “permission is used,” the ratio-
nale takes on an objective tone (27%m 30%s). We also
found instances where the request to grant permission is
presented in a passive form, as evident in “permission
must be granted.” Additionally, when expressed negatively,
examples include “permission denied” or “without this
permission, the app cannot function.”

User-Centric. A rationale can center around the user. This can
be achieved by either aligning the permission with the user, as
seen in “access to your location” (29%m) or by emphasizing
the benefits of granting permission for the user, like “to search
for gas stations near you” (18%m 17%s).
Optional Building Blocks. Apart from the above core com-
ponent of a rationale, we discovered that a rationale can
encompass one or several optional building blocks:
◦ Empower with Control (control): One such element

involves empowering users to manage their permission
choices at any point, such as “you can change permissions
from device settings anytime” (1%m 3%s).
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Fig. 4: Most common rationale building block combinations
(dataset: sentences N = 720).

◦ Mitigate (Mis)use (guarantee): The rationale can reassure
users that permission is used for a specific purpose, such
as “we will only use your permission for smart tracking,”
or clarify it will not be used for other reasons, like “we
do not track your location” (2%m 6%s).

◦ Offer Alternatives: An alternative solution can be inte-
grated into the rationale, giving users an option if they
choose not to grant permission. For example, a rationale
can include the phrase “alternatively, you can specify your
location manually” (2%m 3%s).

◦ More Information (more): A link to more information or
the app’s privacy policy can be included (1%m 6%s).

◦ Prompt Engagement: The rationale can incorporate a
question, encouraging users to actively decide on granting
permission, such as “do you want to allow this permis-
sion?” or to confirm denial, like “are you sure you want
to deny this permission?” (3%m 6%s).

Rationale Timing. Rationales can be linked to first-time per-
mission requests (type I). They can also belong to previously
denied requests (type II), often mentioning that the app lacks
permission. Additionally, some rationales are connected to
permission requests that have been blocked (type III). This
can happen if the user denies permission multiple times within
the same app life-cycle or if they have selected the “never ask
again” option for pre-Android 11 apps. These rationales may
include phrases suggesting the user can grant permission from
the device settings.

Please POLITE grant this permission USER

access to your files PERM to restore your backup. SPECIFICThis app needs APP

in the next step. DIRECTION

Fig. 5: Labeled rationale with two phrases.

Multiple Phrases. While rationales are typically short, in
some cases, they consist of two or three phrases (34%m, 33%s).
When rationales consist of multiple phrases, the most common
combination involves a phrase from the user’s and one from
the app’s perspective, as demonstrated in the labeled rationale
in Figure 5 (cf. Figure 6). Additionally, rationales may include
optional building blocks.
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Fig. 6: Most common combinations of optional building blocks
and perspectives (dataset: screenshots N = 428).

(a) Main (b) Settings (c) Help

Fig. 7: Different rationale embedding points in the app.

Summarizing our findings regarding rationale phrasing (il-
lustrated in Figure 4), we observe that most consist of a single
phrase. Our analysis reveals that perspectives predominantly
stem from the user, trailed by those from the app and objective.
Additionally, a substantial portion of these rationales specifies
a functionality, highlighting that granting permission will en-
able this functionality, a strategy we term positive articulation.

2) Rationale Design Elements: Next, we will outline our
findings concerning the design aspects surrounding a rationale.
Presentation. In exploring 428 rationale screenshots, we
discovered that rationales can take on diverse formats, as
shown in Figure 8. The most prevalent choice is a dialog-
style rationale (59%s), followed by fullscreens (23%s), which
were sometimes included in the onboarding process, embedded
forms (10%s), and banners (8%s).
◦ Dialog. Dialogs typically follow standard Android

styling [31], allowing developers to use them without
modifications, as seen in Figure 8a. However, they can
also be customized to resemble fullscreen rationales.

◦ Fullscreen. Fullscreens lack a default style, with their
appearance based on the developer’s preferences. Their
spacious layout allows for more detailed information (Fig-
ure 8b). A variation includes integrating the rationale into
the app’s onboarding process (44%s), typically shown at
first launch unless skipped.
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Fig. 8: The different rationale presentations. Pos.=Positive, Neg.=Negative.

◦ Embedded. Embedded rationales are integrated into the
app’s main screens. They often replace permission-
protected content until permission is granted, as shown in
Figure 8c (cf. Figure 7a). Additionally, they can be part of
the settings screen (see Figure 7b). This rationale stands
out due to its interactive nature. It allows users to activate
or deactivate permissions using buttons, checkboxes, or
toggle switches, visually indicating the permission’s status.
Alternatively, a rationale can be integrated into a help or
troubleshooting screen (see Figure 7c).

◦ Banner. There are two forms of Banners. The first form
is narrow and includes the rationale message and a button,
as in Figure 8d. This style is called modeless, meaning it
does not interrupt the user’s ongoing activity and usually
follows the standard Android appearance of banners. Half
of the banners followed this form (50%s). The other half
took up more space and were modal (50%s), meaning they
require user interaction, as in Figure 8e.

Buttons. A rationale can feature one or multiple buttons. In
cases where only one button is available (54%s), its actions
vary. Usually, when this button is labeled with terms like “ok,”
“allow,” “grant,” “enable,” “next,” “continue,” or “proceed,”
it serves a positive function and triggers the display of a
permission request. However, this positive button may guide
users to the settings screen for rationales related to blocked
permissions, with labels like “settings” or “go to settings.”
Occasionally, this button can also serve a neutral function,
dismissing the rationale without further steps. It is often
labeled with phrases like “ok” or “got it.”

Additionally, when a negative button is present alongside the
positive button (46%s), it is utilized to prevent the permission
request from emerging. This button can also manifest as a
dismiss “x” button located in the upper right corner of the
rationale (4%s). The negative button is often labeled with
phrases like “cancel,” “deny,” “don’t allow,” “later,” “not
now,” “skip,” or “close.” In rare cases, a button providing
an alternative solution might replace the negative button, like
a button to manually enter the current location (2%s).

App developers might employ an opinionated design for
buttons to motivate users to grant permission. When there are
multiple buttons, one approach is to make the positive button
stand out more prominently than the negative button (19%s).

(a) Feature-related (b) Permission-related (c) Unrelated

Fig. 9: Icon & image types in rationales.
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Fig. 10: Most common design element combinations (dataset:
screenshots N = 428).

Images & Icons. Rationales can include images and icons
(33%s). We discovered that these visual elements are often
(89%s) directly related to the protected functionality (see
Figure 9a) or the requested permission (see Figure 9b). In
other instances (11%s), these images and icons might be the
app’s logo or purely for visual appeal (see Figure 9c).
Title. The presence of a title (61%s) depends on the rationale’s
layout. Generally, embedded rationales, modeless banners, or
concise dialogs do not include titles. In most cases, the title
aligns with the content of the rationale message, using phrases
like “permission required” or “grant permission” (54%s).
Alternatively, a more neutral wording could be “permission
request” or “location permission” (26%s). Occasionally, the
title serves as a welcome message to the app or states the
app’s name (8%s). Titles can also serve as attention-grabbers;
we observed that some titles incorporated an exclamation mark
icon, prompting users to take action, as seen in examples like
“Warning!,” “Attention!,” and “Action Required!” (12%s).



Summarizing the rationale designs in Figure 10, we observe
distinct patterns across different layout types. Dialogs are the
most common layout, typically including a positive button, a
negative button, and often a title. Fullscreens, taking advantage
of additional space, can include extra information, visual
elements, a title, and usually a positive button only. Embedded
rationales often incorporate an icon or image along with a
positive button. On the other hand, modeless banners contain
only a positive button. Modal banners can include a title, a
visual element, and both positive and negative buttons.

Finding: Our investigation of rationales in Android
apps showed considerable variation in how developers
implement rationales in terms of phrasing and design.
Nevertheless, we also identified some common trends that
developers followed more frequently. Many developers
preferred using dialogs to present rationales. Further-
more, we observed that rationales tend to be concise, typi-
cally composed of a single phrase from one perspective—
user, app, or objective.

IV. USER STUDY

Our exploratory analysis in revealed a variety of patterns
in how app developers present rationales. Building on this
insight, we conduct a user study to gather direct user feedback
on various rationale phrasings. Our study evaluates users’
permission choices, their understanding of these decisions,
satisfaction levels, and perceived control. Ultimately, we aim
to establish practical guidelines that aid app developers in ef-
fectively communicating permission requirements to enhance
the efficacy of rationales and improve overall user experience.

A. Study Design

We structured the study as an online experiment using
a repeated measures (within-subject) design. This approach
was chosen to minimize errors related to individual differ-
ences, which are often misrepresented in between-subjects
designs in judgment-related studies [7]. Each participant in-
teracted with rationales for the four most common permis-
sions—location, storage, camera, and microphone—as dis-
cussed in Section III-A1. These rationales were constructed
by combining different rationale building blocks derived from
our exploratory analysis, detailed below. To account for po-
tential similarities among observations from the same user,
we implemented a multilevel design, illustrated in Figure 11.
Additionally, we randomized the sequence of rationales and
permissions to mitigate order effects.

We maintained a consistent rationale design throughout
our user study. This approach acknowledges that testing all
conceivable designs and formulations in a single user study
would be economically and statistically infeasible. Therefore,
our strategy involves identifying the most effective phrasing
for rationales, which can then be tested across diverse designs
in future research. This strategy mirrors recent research that
separately examines phrasing and design patterns [29]. Addi-
tionally, the appearance of rationales is often tied to a specific
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Fig. 11: Hierarchical structure of the user study. Permissions:
C=Camera, L=Location, M=Microphone, S=Storage.

application or platform and cannot be uniformly governed.
For the user study, we used dialogs because they are most
commonly used for rationales, look similar across different
apps, and are suitable for sharing important information that
needs quick attention, like granting or denying permission.

Rationales can accompany permissions requested either
upfront (e.g., at app launch) or in context (e.g., button click).
Previous research has demonstrated that rationales overpower
the effect of timing [19], prompting our focus on upfront
rationales. Additionally, we focused on type I rationales iden-
tified in our exploratory analysis, which are presented before
permission is requested and visible to all users. In contrast,
type II and III rationales are shown exclusively to users who
deny permission, potentially multiple times.

We would like to emphasize that our study was preregis-
tered to enhance transparency and credibility. Preregistration
enabled us to define our objectives, sample size considerations,
and study models upfront, minimizing biases and ensuring
robust findings. For more details, please see our preregistration
on the Open Science Framework [17].

1) Rationale Building Blocks for the User Study: The
linguistic features from manually coded real-world rationales
informed the rationale building blocks for our user study. Each
rationale in the study includes a fundamental building block
and may include one optional building block. This limitation
restricts the number of phrases in each rationale, aiming to
balance the systematic testing of various rationale combina-
tions with participants’ cognitive processing limits [14]. This
design choice also mirrors the brevity observed in rationales
from our exploratory analysis (see Section III). Table I presents
the phrasings for each rationale building block utilized in the
study. When multiple options were available for a block, we
prioritized the most common choice. For instance, for the
[user-demanding] block, we selected “you need” over less
common options like “you must.” Depending on the building
blocks, each rationale is tied to a specific permission, adopts
a certain perspective, includes clear or vague functionality, is
phrased either positively or negatively, and can incorporate
additional information. Furthermore, the functionality can also
be user-centered, such as “to scan your documents,” which is
paired with rationales phrased from the users’ perspective.

Combining the rationale building blocks resulted in a vi-
gnette experiment with five dimensions (see Table I), with
320 unique vignettes/rationales (4 × 5 × 2 × 2 × 4), 80
per permission type. We presented each participant with four



TABLE I: Rationale building blocks for the user study.

Permission (×4):
[camera] to scan (your) documents.
[location] to search for gas stations (near you).
[microphone] to send voice messages to (your) contacts.
[storage] to attach photos to (your) posts.

Perspective & Politeness (×5):
[user-demanding] You need to allow. . .
[user-polite] Please allow. . .
[app-demanding] We need. . .
[app-polite] We would like. . .
[objective] Camera permission is needed. . .

Functionality (×2):
[specific] . . . to scan (your) documents.
[vague] . . . (for the app) to work correctly.

Articulation (×2):
[positive] . . . to scan (your) documents.
[negative] Without this permission, you cannot. . .

Additional Information (×4):
[none]
[guarantee] We do not collect or transfer any personal data outside your phone.
[control] You can change permissions from device settings anytime.
[more] For more information, see the privacy policy on our website.

randomly selected rationales, each on a different permission,
in random order. We also ensured an even distribution of
participants among the five dimensions. Figure 12 shows
example rationales for three different vignettes.

B. Procedure

The study was conducted as an online experiment via
the survey software Qualtrics. Upon granting their consent,
participants were provided with a brief introduction to the
study procedure. The central part of the study was then carried
out and repeated four times. In each iteration, participants
encountered a randomly selected rationale from a pool of
80 rationales per permission. During this phase, participants
were instructed to carefully read the presented rationale and
indicate their decision to grant or deny the corresponding
permission. Afterward, participants were reminded of their
previous decision on a separate screen. They were asked to
evaluate their decision. Lastly, participants were requested to
provide demographic information. The study procedure and
measurements were refined based on insights from a pilot
study involving 5 participants. To learn more about the study
procedure, please consult Appendix B, and for further details
on measurements, refer to Section IV-D.

C. Recruitment and Incentives

Participants were recruited using Prolific [56], ensuring
a balanced sample of male and female participants. Each
participant received £2 for completing the 10-minute survey
(£12.00/hour). To be eligible, participants needed to be at
least 18 years old, fluent in English, and regular users of
mobile phones. We included participants from different mobile
operating systems, like Android and iOS, as linguistic features
can influence any user regardless of their OS.

To determine the optimal sample size for our study, we
employed Monte Carlo simulations of the relevant multilevel

Please allow access to your storage. Without this permission, 
you cannot attach photos to your posts.

We would like access to your storage for the app to work correctly.
We do not collect or transfer any personal data outside your phone.

Storage permission is needed for the app to work correctly.

Deny Allow

Permission Request
(a)

(b)

(c)

Fig. 12: Example of three distinct rationale sentences con-
sisting of different building block combinations. (a) objective,
vague, positive, none, (b) user-polite, specific, negative, none,
(c) app-polite, vague, positive, guarantee.

models [37]. Without effect size estimates derived from prior
research or meta-analyses, we assumed a standardized effect
size of 0.25, which falls within the range of a medium to
large effect size [24], [52]. This choice of effect size is
particularly appropriate as the study’s objective is to derive
practical recommendations for app developers, necessitating
a difference that holds practical relevance. Additionally, our
sample size’s boundaries were guided by increasing the sample
in multiples of full presentations of all available rationales
(e.g., 320 → 640 → 960) to achieve an equal distribution
between rationales. Given these boundaries, our simulations
indicated that a sample size of 960 participants could detect
a fixed effect of 0.25 with a power of at least 0.8 while
maintaining an alpha error probability of 0.05.

In total, we gathered data from 980 participants. To maintain
data quality, we followed recommendations from the literature
for filtering out careless responses [68]. We excluded 18 indi-
viduals who self-reported to not use their data, one person due
to missing data, and another person because they completed
the task three times faster than the median speed of the
sample. Our final sample consisted of 960 participants, 49.8%
of whom identified as female and 48.5% as male. Additionally,
16 participants identified with other self-reported genders or
chose not to disclose. Participants had a mean self-reported age
of 32 (SD = 10.8 years). Most participants attended college,
with 50.3% earning an undergraduate degree, 17.9% holding
a graduate degree, and 17.1% not completing their studies.
Regarding smartphones, 60.3% used Android, 38.1% used an
iPhone with iOS, and 1.6% used a Windows phone, which is
comparable to the worldwide mobile OS marketshare [28].

To ensure our study represents a worldwide viewpoint
and to increase the relevance of our findings across cultural
boundaries, we recruited participants from different countries
as long as they spoke fluent English. Consequently, our
final international sample included participants from a wide
range of geographic regions spanning multiple continents,
as facilitated by Prolific (45% from Europe, 37% from the
Americas, 13% from Africa, 4% from Oceania, and 1% from
Asia), representing a total of 31 different countries. Refer to
Appendix A for a detailed breakdown of participant countries.



D. Measurements

In our study, we utilized a range of measurements, which
are explained in this section and are also available in the
questionnaire provided in Appendix B.

1) Decision & Decision Evaluation: Participant’s decision
was assessed with one item asking them to choose between
“allow” or “deny”, which resembled the choice in the pre-
sented app screenshot of the rationales.

To assess users’ evaluation of their decisions, we used an
adapted version of the Decision Evaluation Scales (DES),
which was successfully used in this context before [19].
The scale was initially adopted from the field of health
psychology [62], where it was designed to evaluate patients’
decision to uptake or refuse a treatment choice, which is
analogous to users’ decision to grant or deny a permission
request. Additionally, the DES allows the investigation of
multiple essential dimensions of the decision evaluation, such
as (1) whether users received sufficient information to make
an informed decision, (2) their satisfaction with the decision,
and (3) their perceived control over the decision.

For the user study, we extended the scale used in the related
work by adding one additional item to each subscale. In this
way, we aimed to increase the reliability of the assessment [2],
capture a broader perspective on the underlying construct, and
prevent censored scale averages due to low item difficulty.
To create additional items for the scale, we constructed a
set of five new items for each subscale, which were then
subsequently rated by a sample of nine domain experts (four
behavioral scientists and five information security experts).
The three items with the highest agreement were then added
to the user study. The scale items, the results for multilevel
internal consistency, and factor loadings for all items from
confirmatory factor analysis are given in Appendix C. All the
subscales of the DES were measured on a seven-point rating
scale, with scores closer to 7 indicating greater agreement with
the item and scores closer to 1 indicating greater disagreement.

2) Person Level Measurements: To account for individual
variations, besides gathering demographic data (like gender,
age, educational level, and users’ mobile OS), we also as-
sessed participants’ privacy concerns and their past privacy
experiences. Previous research has indicated that these factors
can influence users’ decisions regarding runtime permission
requests [9], [19], [72].

E. Ethical Considerations

The study was approved by our institution’s Ethics Review
Board. Data collected via Prolific and Qualtrics were treated
sensitively, with personal identifiers separated. At the start
of the study, participants received precise details about the
purpose of the study and the data being collected. We ensured
participants understood how their data would be used while
allowing them to withdraw their participation at any time.

F. Model Construction

We used linear multilevel models to test whether rationale
phrasings impacted users’ decision-making process and con-

ducted all analyses in R version 4.2.2 (R Core Team, 2023).
As part of our data preparation, we computed scale means for
measurements with multiple items, including informed deci-
sion, decision satisfaction, decision control, prior privacy ex-
perience, and privacy concerns. Additionally, we standardized
all user-level predictors (age, prior privacy experience, and
privacy concerns) by using grand mean centering. Categorical
predictors were coded using treatment coding, with the refer-
ence groups as follows: perspective & politeness (objective),
articulation (negative), functionality (vague), and additional
information (none). We deviated from our preregistration for
permissions and chose to treat them as random effects rather
than fixed effects with difference coding. This change did not
substantially affect the impact of other variables but allowed us
to investigate the variation between permissions more closely.

We took a step-by-step approach to simplify our modeling
process and ensure consistency with recommendations from
prior research [38]. We used maximum likelihood estimation
for all models to make them comparable. We built and tested
the models as follows: (1) In the first step, we started with a
simple regression model. Next, we expanded it to a random in-
tercept model, considering permission and user as random ef-
fects. (2) For the second step, we introduced control variables,
specifically prior privacy experience and privacy concerns. For
the DES models, we also incorporated participants’ decisions
as a control variable because the outcome (i.e., granting or
denying a permission request) could affect users’ comfort
level with their choices. (3) Progressing to the third step,
we added the variables of interest. These included perspective
& politeness, articulation, functionality, and additional infor-
mation. In the fourth step (4) we tested adding interactions
between the variables of interest. However, including these
did not enhance the model fit. For more details about the
model-building process and fit criteria, see Appendix D. The
final models were recalculated using Restricted Maximum
Likelihood Estimation, which leads to a more conservative
and less error-prone estimation of the parameters [38]. Table II
shows the final model for each outcome variable.

G. Results

We now present the results of our user study, which we
discuss and interpret subsequently in Section V.

1) Effect of Rationale Building Blocks: Below are the
outcomes of the effects of the five rationale building blocks.
Perspective & Politeness: When rationales were phrased po-
litely from the app’s perspective (e.g., “we would like”), it had
an interesting effect. The likelihood of granting permissions
decreased (odds ratio = 0.71, std. β = 0.71, p = 0.003).
However, whether the rationale was phrased from different
perspectives and had a polite or demanding tone did not
influence how participants perceived their decision.
Functionality. Rationales that explained why permission is
needed had a positive impact on participants, making them
feel more informed about their decision (β = 0.16, std. β =
0.11, p < 0.001) and more satisfied with their choices
(β = 0.07, std. β = 0.07, p = 0.018). However, this did not



TABLE II: The final multilevel models.

Decision DES Inform DES Satis DES Control
Odds Ratio (std. β) β (std. β) β (std. β) β (std. β)

(Intercept) 1.76 (1.76)*** -1.01 (-0.61)*** 1.68 (0.19)*** 0.27 (-0.01)***
Privacy Concerns 0.71 (0.71)*** 0.12 (0.11)*** 0.09 (0.11)*** 0.03 (0.03)
Prior Experience 0.89 (0.88)** -0.02 (-0.02) -0.08 (-0.08)*** -0.17 (-0.16)***
Decision Grant – 1.08 (0.75)*** -0.30 (-0.28)*** -0.15 (-0.12)***
Perspective & Politeness (ref: objective)

user-demanding 0.87 (0.87) 0.05 (0.03) 0.00 (0.00) -0.03 (-0.02)
user-polite 0.86 (0.86) 0.01 (0.01) 0.04 (0.04) 0.00 (0.00)
app-demanding 0.80 (0.80) -0.00 (-0.00) -0.04 (-0.04) 0.02 (0.02)
app-polite 0.71 (0.71)** 0.06 (0.04) 0.00 (0.00) 0.07 (0.06)

Functionality (ref: vague)
specific 1.12 (1.12) 0.16 (0.11)*** 0.07 (0.07)* 0.03 (0.03)

Articulation (ref: negative)
positive 1.03 (1.03) -0.02 (-0.01) -0.09 (-0.08)** -0.02 (-0.02)

Additional Information (ref: none)
guarantee 1.43 (1.43)*** 0.24 (0.16)*** 0.06 (0.05) 0.17 (0.15)***
control 1.28 (1.28)* 0.06 (0.04) -0.01 (-0.01) 0.13 (0.11)**
more 1.07 (1.07) 0.11 (0.08)* -0.07 (-0.07) 0.05 (0.05)

Marginal R2 0.050 0.141 0.037 0.029
Conditional R2 0.177 0.414 0.381 0.499

Models were fitted with the Restricted Maximum Likelihood estimation. The coefficients for Decision are shown as odds ratios, where values <1 indicate
that the likelihood of granting permissions is lower than the likelihood of denying the permission and values >1 indicate that the likelihood of granting the
permission is higher. std. β = standardized β. *p < .05, **p < .001, ***p < .0001. Decision coding: 0 = deny, 1 = allow. N: 960User, 3840Rationale.

significantly increase the likelihood of granting permissions or
make participants feel more in control of their decisions.

Articulation. The tone used in the rationale also played a
role. Positively phrasing the rationale, highlighting the benefits
of granting permission, decreased decision satisfaction (β =
−0.09, std. β = −0.08, p = 0.005). However, this positive
phrasing did not affect the decision itself, the perception of
being informed, or the sense of control over the decision.

Additional Information (Guarantee). Guaranteeing that the
permission will not be misused had a notable impact. It
significantly increased the likelihood of participants granting
permission (odds ratio = 1.43, std. β = 1.43, p < 0.001).
Furthermore, participants felt more informed about their de-
cision (β = 0.24, std. β = 0.16, p < 0.001) and more in
control (β = 0.17, std. β = 0.15, p < 0.001). Still, it did not
have a direct effect on decision satisfaction.

Additional Information (Control). Informing participants
that they can change their decision at any time increased the
likelihood of granting permission (oddsratio = 1.28, std.β =
1.28, p = 0.018). It also made participants feel more in control
of their decisions (β = 0.13, std. β = 0.11, p = 0.002).
However, it did not impact participants’ perception of their
decision being informed or their satisfaction with the decision.

Additional Information (More). Interestingly, adding the
phrase “For more information, see the privacy policy on our
website” did not provide additional information but increased
participants’ perception of being informed (β = 0.11, std.β =
0.08, p = 0.047). Other variables, such as the decision itself,
satisfaction, and control, remained unaffected.

2) Effect of the Generic Rationale: Our design included a
generic base rationale, which consisted of a single negatively
articulated phrase from the objective point of view. This
phrase described a vague functionality, was neither polite nor
included any additional building blocks (e.g., “Without storage
permission, the app cannot work correctly.”). The effect of this
rationale can be investigated by interpreting the intercepts of
our dependent variables. In this context, the baseline of value
zero signifies either denying the permission request (Decision)
or corresponds to the average score of four for the three
judgments related to the rationales (DES Inform, DES Satis,
DES Control). On all four variables, our results showed that
participants deviated significantly from this baseline in terms
of declining the permission request or feeling indifferent when
presented with the generic rationale. Even with the generic
phrasing, participants were more likely to grant the permission
(odds ratio = 1.76, std. β = 1.76, p < 0.001). They felt less
informed (β = −1.01, std.β = −0.61, p < 0.001), but still in
control (β = 0.27, std. β = −0.01, p < 0.001) and satisfied
(β = 1.68, std. β = 0.19, p < 0.001) with their decision.

3) Effect of Other Variables: We also examined the effects
of other variables related to individual differences or known
to influence permission decisions from prior research.
Privacy Concerns. Participants’ privacy concerns had a mul-
tifaceted impact on their permission decisions and percep-
tions. Firstly, higher privacy concerns were associated with
a decreased likelihood of granting permissions, indicating that
individuals with privacy concerns were less inclined to provide
access (odds ratio = 0.77, std. β = 0.71, p < 0.001).
Conversely, higher privacy concerns had a positive influence



on participants’ perception of making an informed decision
(β = 0.12, std. β = 0.11, p < 0.001) and their satisfaction
with the decision (β = 0.09, std. β = 0.11, p < 0.001).
However, privacy concerns did not significantly impact partic-
ipants’ perception of control over their decisions.
Prior Privacy Experience. Examining participants’ previ-
ous encounters with privacy-related experiences provided the
following insights. Participants with more prior interactions
with privacy issues were less likely to grant permissions
(oddsratio = 0.89, std.β = 0.88, p = 0.006). This trend also
extended to participants reporting lower overall satisfaction
with their decisions (β = −0.08, std.β = −0.08, p = 0.001)
and a diminished sense of control over their choices (β =
−0.17, std. β = −0.16, p < 0.001). Prior privacy experience
did not affect the perception of making an informed decision.
Permission Decision. Analyzing participants’ decisions re-
vealed that granting permission increased their sense of being
informed (β = 1.08, std. β = 0.75, p < 0.001) but
came with trade-offs. It lowered both decision satisfaction
(β = −0.30, std. β = −0.28, p < 0.001) and the sense of
control (β = −0.15, std. β = −0.12, p < 0.001). In essence,
while granting permission made participants feel informed, it
reduced satisfaction and control.
Age, Gender, Educational Background & Mobile OS.
Previous studies in the field have investigated age, gender,
educational background, and mobile OS as possible con-
founding variables [9], [11]. To investigate the effects of
these variables on our main outcomes, we compared the
models with these added control variables to the models
reported above. For the control variables, we excluded answers
with only a few observations (e.g., the “other” category in
educational background). We refitted the models reported
above on the reduced dataset (Nreduced = 929) to allow a
numeric comparison depending on the common fit measures.
Inspecting these comparisons, only the models for decision
(χ2(5, N = 929) = 12.72, p = 0.029) and informed decision
(χ2(5, N = 929) = 12.524, p = 0.028) improved significantly
over the study models.

For these two models, none of the independent variables’
effects were decisively affected by adding the additional
control variables to the model. For decision, we found that
participant’s odds of granting permission were significantly
increased if they held an undergraduate degree compared to a
graduate degree (oddsratio = 1.32, std.β = 1.32, p = 0.019)
and decreased if they were using iOS compared to Android
(odds ratio = 0.79, std. β = 0.79, p = 0.010). Additionally,
participants who identified as female felt they had made a
slightly less informed decision (β = −0.15, std. β =
−0.11, p = 0.008) compared to participants who identified
as male. We did not find a significant effect of age.

4) Variation Between Clusters: A considerable proportion
of the variance in the models was explained by differences
within participants and permissions instead of only the fixed
factors. This is expected as evaluating the decision to grant per-
mission is a complex cognitive process most likely influenced
by many different characteristics of the participants (e.g., the

propensity to make a decision) and the provider of the rationale
(e.g., the app’s trustworthiness). Although we did not measure
specific characteristics of the participants in this regard, our
hierarchical analysis accounted for these differences in clusters
of participants and permissions and uncovered that the base
effect of the rationales mainly varies within participants,
ranging from an intercept variance of τ 00 Satisfaction = 0.40
to τ 00 Control = 0.64, while there was only a small variance
based on the permissions (τ 00 = [0.00; 0.04]).

V. DISCUSSION

App developers have many choices when crafting rationales,
including prompt styles and different phrasings. Despite the
availability of various guidelines on creating rationales [5],
[34], [53], our empirical analysis revealed significant diver-
sity in developers’ approaches. Additionally, studies in other
domains have shown how linguistic variations in phrasing
can affect various user decisions [1], [16], [29], [44], [60],
[66]. Given these factors, it is essential to understand how
the diverse phrasing of rationales can influence users’ permis-
sion decisions and, consequently, their privacy. Focusing on
existing guidelines, this discussion will show their adoption
in our dataset, compare available recommendations with our
findings, and distinguish our research from other studies on the
trustworthiness of rationales. We will also provide directions
for implementing our recommendations in future research.

A. Do Real-World Rationales Follow Guidelines?

Guidelines from Android [34], iOS [5], and NN/g [53]
recommend the following for phrasing rationales: provide
specific functionality, avoid passive voice, and include user-
related features. In our dataset, we found that the majority
of rationales adhere to these recommendations. For instance,
more than half of the rationales we inspected explain why
permission is necessary, specifying a particular functionality
(58%m 69%s). Furthermore, many app developers avoid using
passive voice (objective perspective in our analysis) in their
rationales (73%m 70%s). However, only a small fraction of
rationales emphasize the benefits to the user when granting
permission (18%m 17%s), such as “so you can make video
calls, ” or “to share pictures with your friends.” Even though
there is relatively high compliance on the side of developers,
many real-world examples phrase their rationales differently
or opt to include additional details.

B. Influential Building Blocks Within and Beyond Guidelines

Every user possesses distinct privacy concerns and pref-
erences. We tried to apprehend these nuances by capturing
how users perceive and assess their permission choices, re-
gardless of whether they grant or deny permissions. Our
assertion is that users should feel well-informed, satisfied, and
in control of their decisions, aligning with their individual
privacy preferences within a given context. In summary, we
provide actionable recommendations for developers based on
the insights from the user study. These recommendations can
serve as a more granular extension of the existing guidelines.



Provide specific functionality and phrase it negatively. In
line with available guidelines, we found that clearly explaining
why permission is required by specifying a functionality im-
proves users’ perception of having made an informed decision
and increases their satisfaction with that decision. Notably,
users tend to be more satisfied with their decision when
permission requirements are presented in a negative context,
such as “Without this permission, {certain app functionality}
cannot be used.” This negative phrasing appears to be more
straightforward for users, enhancing their satisfaction with the
decision-making process compared to a positive phrasing, such
as “This permission is used for {certain app functionality}.”

We also found that supplementary information blocks pos-
itively influenced users. However, given the limited space
available for rationale messages, we recommend that app
developers prioritize these building blocks in order of their
effectiveness, as space permits.
Assure users what the permission will not be used for.
The first and most influential addition is including a guar-
antee that permission will not be misused. Our study found
that this addition significantly enhances users’ perception of
making an informed decision, empowers them to feel more in
control, and increases grant rates. Users were influenced by
such assurances even without concrete proof, possibly due to
perceived transparency from the app developers or a misbelief
that app distribution platforms prevent fraudulent permission
requests. As such misconceptions pose a risk to users, it is
essential that developers include this building block only if
the app genuinely upholds these promises and provides a
legally binding privacy policy. Furthermore, we recommend
that the truthfulness of this statement should be verified using
information from the rationale during app vetting. In fact, the
mandated presence of such useful information supports the
vetting process, as detailed in Section V-D.
Highlight the reversibility of permission decisions. The
second addition we examined is reminding users that they
can modify their permission choices, articulated as “You
can change permissions from device settings anytime.” This
phrase enhanced users’ perception of control and increased
their likelihood of granting permission. This effect aligns
with the control paradox, which posits that the perception
of control increases the likelihood of disclosing sensitive
information [10]. It may also stem from the notion that users
feel less apprehensive when they have a sense of control over
their decisions, similar to being the driver of a car rather than
a passenger. This finding is consistent with prior research,
which shows that users are more likely to grant permission
when aware of the option to change their decision later [9].
However, other studies indicate that users rarely exercise
this option [49], [61]. Therefore, highlighting the reversibility
of permission decisions could increase user awareness and
positively influence their perception of the decision. However,
adding this information to a rationale is not enough; we must
also translate this sense of control into actionable steps. Given
the benefits of knowing that decisions can be revoked, future
research could focus on effectuating this sense of control,

such as nudging users to review their previous permission
choices [3], [72] or providing more fine-grained permission
controls, akin to one-time granting of some permissions on
Android [33] and iOS [4].
Provide supplemental information. The third addition is
the phrase “For more information, see the privacy policy on
our website.” Although this phrase does not provide specific
information about the purpose of the permission, it enhances
users’ perception of being informed. This outcome may result
from the impression of users that the app developer values
transparency, offers supplementary information, and complies
with legal requirements. These factors collectively foster a
sense of being well-informed among users, despite the absence
of explicit details or direct links to additional material in the
rationale. However, it is possible that the users in our study,
who were prompted to imagine a real situation, just acted on
the assumption that in a real-life situation, they would have
been able to obtain more information about the app and its
features. If not, this finding is somewhat worrisome because
no further informational value was added to the rationale,
but still, users felt better informed. Nevertheless, in practice,
we recommend adding a link to supplemental information
for users who need more information to decide. Going a
step further, our results indicate that users may assume any
additional information, even just a hint to a privacy policy,
is verified and trustworthy. It appears that users delegate the
vetting process, to other users or Google. Therefore, we see an
opportunity for future research to shift this implicit user trust
to explicit verification. Ideally, rationales should distinguish
between provided and verified privacy policies, highlighting
and differentiating them.

C. Revisiting Rationale Guidelines

We found that not all available guidelines influenced our
outcome variables as expected. For example, the specificity
of the provided functionality had no significant effect on
users’ permission decisions. Whether specifying the use of
permissions has no impact or only a minor effect on grant
rates remains undetermined, as our study design may not
have detected these nuances. However, our observation aligns
with previous research, which has shown that any explanation
provided by developers tends to increase grant rates, regardless
of the explanation’s meaningfulness [65].

Additionally, contrary to guidelines advising against passive
voice, we found that using the passive voice (the objective
perspective) in rationales did not have a detrimental impact. In
fact, in some cases, rationales written in the passive voice had a
higher likelihood of being granted compared to those phrased
politely from the app’s perspective, such as “we would like
your permission.” Although not directly examined in our study,
we suspect that polite language might make users perceive
the permission as optional, resulting in lower grant rates.
Moreover, we did not find a significant effect of adding user-
related features to the rationale.

In conclusion, this does not mean that these guidelines do
not contribute to the overall readability or user comprehension;



it simply means that we did not find a significant impact on our
main outcome variables, which we consider relevant indicators
of improving the overall user experience. Thus, our results
suggest that existing guidelines can still be enhanced, for
example, by adding supplementary information. Additionally,
we found that the perspective of a rationale is less critical
than previously thought. Finding further gaps might also be
an interesting question for future research.

D. Differentiating Between Usability and Trustworthiness

In this work, our efforts prioritize enhancing the usabil-
ity of rationales, which is distinct from addressing their
trustworthiness and verification. This differentiation mirrors
similar distinctions in research concerning other self-reported
privacy instruments such as privacy policies, Privacy Nutrition
Labels, and Google’s Data Safety Section. While some studies
concentrate on enhancing the usable security aspects [15],
[48], [74], [75], others focus on improving and assessing the
trustworthiness of these instruments [26], [40], [42], [43],
[45], [64], [71]. Due to this distinction, it is important to
note that malicious app developers could potentially exploit
the above phrasing strategies, which enhance the usability
of app rationales, to the user’s disadvantage. Consequently,
ensuring the trustworthiness of rationales remains an important
question that needs to be addressed by parallel works. For
example, app vetting can use rationales as reference points
in analyzing and classifying app behavior. Ultimately, both
aspects are indispensable: a usable yet unverified rationale
holds no more value than an unusable verified rationale. If
rationales are acknowledged as effective privacy declarations
by end-users, it becomes imperative to mandate app developers
to provide them in a structured format. This enhances user
comprehension and allows for the development of solutions
that can analyze privacy compliance on a large scale, much
like privacy nutrition labels [75].

E. Future Directions for Guideline Adoption

Having discussed the available guidelines and provided
more nuanced recommendations, the question of how to best
assist developers in implementing these guidelines remains
open. On one hand, we believe that rationale guidelines should
remain recommendations to guide app developers toward best
practices without being enforced, allowing developers the free-
dom to create rationales aligned with their corporate identity.
On the other hand, given that the guidelines proposed in this
paper emphasize the phrasing of rationales, there is significant
potential for developing a tool for modular rationales. Such
a tool would allow developers to utilize rationale building
blocks, enabling them to assemble customized rationales that
suit their specific needs. This approach could reduce the
burden on developers in crafting rationales while still giving
them the flexibility to design the UI of rationales that reflect
their corporate identity. This tool could also be used for iOS
rationales which, in specific cases, can be provided in custom
pre-alert screens [5] in addition to a purpose string that is
integrated into the permission request dialog.

VI. THREATS TO VALIDITY

Our user study is subject to methodical deliberations, which
constrain its scope in terms of certain forms of validity. In
pursuit of high internal validity, we implemented a rigorous
experimental design that held all influencing factors constant,
thus increasing the likelihood that the results reflect only
the actual effects of rationale building blocks. However, this
approach required presenting permission requests through vi-
gnettes rather than asking users to install an app on their device
that monitors the handling of permission requests and subse-
quently poses questions. Limited external validity is inherent
in every vignette study, as it prompts users to imagine the
situation rather than being in it, thus not fully reflecting real-
world permission request handling. However, continuously
monitoring user’s device usage also raises significant ethical
concerns. In our case, no prior studies existed that would jus-
tify infringing on a user’s privacy without knowing if rationale
phrasing would have a measurable effect on their decisions.
Instead, our approach allowed us to test numerous possible
variations under controlled conditions, whereas a field study
would rely on a sample of rationales from incidental app in-
stallations, which also limits its generalizability. Nevertheless,
we still displayed the rationale in the design of a genuine app
prompt on a smartphone to enhance immersion and realism.
Consequently, we contend that our chosen study design was
the most appropriate under the given circumstances.

Additionally, our use of a repeated measurement design may
have caused participants to suspect the research purpose to
some extent when encountering the second rationale. To mit-
igate potential sequence effects, we employed randomization
by assigning random permission orders for each participant
and presenting them with a randomly selected set of ratio-
nales. Additionally, we explicitly instructed users to assume
that every prompt represented a new app installation. While
these measures counteract common sequence effects, they
cannot completely eliminate the possibility of user boredom or
careless responses due to repetition. Therefore, we conducted
rigorous data analysis to identify indications of such issues
and handled them appropriately.

Furthermore, it is important to note that we did not explore
the impact of different rationale designs, which could poten-
tially have a significant effect on user perception. Our choice
to focus on a single design was primarily driven by feasibility
considerations, as discussed in Section IV-A. Investigating
multiple design parameters alongside the rationale variations
would also have complicated our statistical models and might
have led to issues with multicollinearity. Therefore, we opted
for a consistent rationale design that was commonly observed
in the rationales we examined. Nonetheless, we encourage
further research on this topic, building upon the comprehensive
investigation of design variations reported in this study.

On a final note, while the results of our study demonstrate
the influence of rationale variations on users, it is important
to recognize that they have not been field-tested, where other
contextual factors may play a significant role. To accurately



anticipate the real-world impact of our recommendations,
it is essential to remember that human behavior is rarely
influenced by a single, straightforward cause, and rationales
are just one factor among many. Thus, when applying and
interpreting these results, it is crucial to keep in mind that we
are dealing with subtle nuances in language and content rather
than dramatic changes in design.

VII. CONCLUSION

In this work, we extensively examined real-world rationales
in the context of mobile app permissions. Through this in-
vestigation, we uncovered diverse building blocks and design
elements of rationales. Our user study, involving 960 partic-
ipants, unveiled the impact of phrasing on users’ permission
decisions and their assessment of those decisions. By aligning
our findings with established recommendations and guidelines,
we extracted valuable insights, offering actionable recommen-
dations for app developers to enhance user experience through
more effective rationale crafting. Our work underscores the im-
portance of well-considered phrasing of rationales and extends
an invitation for future research. Subsequent investigations
could explore additional dimensions, emphasizing refining the
design and overall user experience of rationales. Furthermore,
establishing rationales as a usable and standardized instrument
can yield enhancements in other areas, such as app vetting,
including the validation of rationale messages and Google’s
Data Safety Section.
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APPENDIX A
DEMOGRAPHICS OF PARTICIPANTS

Table III presents the demographic information of our 960
participants, while Table IV shows their countries of residence.

APPENDIX B
QUESTIONNAIRE

In this section, you will find the survey questions, keeping
in mind that the questions in Section B-A are repeated for
each permission (camera, location, storage, and microphone).

A. Rationale Questions

On the next pages, you’ll find four messages from various
smartphone apps. Pretend you’ve just installed these apps on
your phone and the first thing you see upon opening each app
is one of these messages. We’d like you to react to the message
and then answer a few questions to share your opinion.
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TABLE III: Participants’ demographics

Number of Participants 960

Gender
Male 478 49.8%
Female 466 48.5%
Other 14 1.5%
Prefer not to say 2 0.2%

Age
18–24 269 28.0%
25–34 416 43.3%
35–44 151 15.7%
45–54 77 8.0%
55–64 36 3.8%
65 and over 11 1.1%

Education
Less than high school 4 0.4%
High school 133 13.9%
Some college 164 17.1%
Associate degree 61 6.4%
Bachelor degree 421 43.9%
Master degree 141 14.7%
Doctoral degree 14 1.5%
Professional degree 16 1.7%
Other 6 0.6%

Mobile OS
Android 579 60.3%
iOS 366 38.1%
Windows 15 1.6%

Imagine that you just installed the following app on your
phone. Please continue to see the next screen of this app.

[Show Figure 13a]
After opening the app, it shows you the following message.

Please take a moment to carefully read this message.
[Show Figure 13b]

Decision: Would you allow this app access to your
{permission}? Please carefully read the message in the screen-
shot before making your decision.
# Allow
# Deny

Decision Satisfaction: In a previous question, you decided to
{allow/deny} the app access to your {permission}. Please indi-
cate your agreement with the following statements concerning
your decision: [1–strongly disagree 2–disagree 3–somewhat disagree 4–
neither agree nor disagree 5–somewhat agree 6–agree 7–strongly agree]

– I expect to stick with my decision.
– I am satisfied with my decision.
– I am doubtful about my choice.
– I would make the same decision if I had to interact with

this app again.
– I am very confident that I made the right decision for

myself.

TABLE IV: Participants’ country of residence

Country of Residence 960

Africa 119 12.4%
South Africa 119 12.4%

Americas 358 37.3%
United States 131 13.6%
Mexico 115 12%
Canada 98 10.2%
Chile 14 1.5%

Asia 10 1.0%
Israel 7 0.7%
Japan 2 0.2%
Korea 1 0.1%

Europe 433 45.1%
Poland 100 10.4%
Portugal 94 9.8%
Italy 56 5.8%
Spain 37 3.9%
United Kingdom 32 3.3%
Greece 26 2.7%
Hungary 21 2.2%
Estonia 11 1.1%
Latvia 8 0.8%
Netherlands 8 0.8%
Czech Republic 7 0.7%
Finland 6 0.6%
France 5 0.5%
Ireland 4 0.4%
Slovenia 4 0.4%
Switzerland 4 0.4%
Belgium 3 0.3%
Germany 2 0.2%
Sweden 2 0.2%
Austria 1 0.1%
Denmark 1 0.1%
Norway 1 0.1%

Oceania 40 4.2%
Australia 40 4.2%

Informed Decision: Please indicate your agreement with
the following statements concerning your decision: [1–strongly
disagree 2–disagree 3–somewhat disagree 4–neither agree nor disagree 5–
somewhat agree 6–agree 7–strongly agree]

– I am satisfied with the information I received.
– I know the pros and cons of granting this app access to

my {permission}.
– I would have liked more information about how the app

will use the access to my {permission}.
– I made a well-informed choice.
– I know exactly why the app needs access to my

{permission}.



(a) Home screen (b) Rationale screen

Fig. 13: Sample screens from the questionnaire.

Decision Control: Please indicate your agreement with the
following statements concerning your decision: [1–strongly dis-
agree 2–disagree 3–somewhat disagree 4–neither agree nor disagree 5–
somewhat agree 6–agree 7–strongly agree]

– I felt pressured by the app to make this decision.
– The app allowed me to make my own decision.
– I feel that the app forced me to make this decision.
– This was my own decision.
– I felt that the app would exclude me from using its

features if I refused to grant access to my {permission}.

B. Demographic Questions

Gender: Which gender do you identify most with?
# Male
# Female
# Prefer not to say
# Other

Year of Birth: What is your year of birth?
Education: What is the highest level of school you have
completed or the highest degree you have received?
# Less than high school degree
# High school graduate (high school diploma or equivalent

including GED)
# Some college but no degree
# Associate degree in college (2–year)
# Bachelor’s degree in college (4–year)
# Master’s degree
# Doctoral degree
# Professional degree (JD, MD)
# Something else, namely:

Mobile OS: What operating system are you using on your
(primary) mobile phone?
# Android
# iOS (iPhone)
# Windows (Windows Phone)
# Other

Privacy Concerns: Please rate the following statements: [1–
strongly disagree 2–disagree 3–somewhat disagree 4–neither agree nor dis-
agree 5–somewhat agree 6–agree 7–strongly agree]

– Compared to others, I am more sensitive about the way
mobile apps handle my personal information.

– To me, it is the most important thing to keep my privacy
intact from mobile apps.

– In general, I am very concerned about threats to my
personal privacy.

Prior Privacy Experience: Please answer the following ques-
tions: [1–never 2–very rarely 3–rarely 4–occasionally 5–frequently 6–very
frequently 7–always]

– How often have you personally experienced incidents
whereby your personal information was used by some
mobile app without your authorization?

– How much have you heard or read during the last year
about the use and potential misuse of the information
collected from mobile apps?

– How often have you personally been the victim of what
you felt was an improper invasion of your privacy from
a mobile app?

Use My Answers: Sometimes, when people take part in a
survey, they may not pay full attention or get distracted. When
this happens, the answers they provide may not be good for
scientific research. Please answer honestly: Were you diligent
and attentive when answering this questionnaire? You will be
paid for your participation regardless of your answer.
# No
# Yes

APPENDIX C
DES ITEM FIT AND CONSISTENCY

We calculated multilevel internal consistency using Mc-
Donald’s Omega [27] and determined the factor loadings for
all items in the Decision Evaluation Scales (DES). Table V
presents the results for all items and subscales of the DES. The
newly included Informed Decision and Decision Satisfaction
items showed a very good fit. In contrast, the item added to
Decision Control had a somewhat weaker fit but was still
considered acceptable. Despite variations in factor loadings,
all subscales demonstrated good internal consistency within
and across participants, indicating that the scales’ consistency
remained robust.

APPENDIX D
MODEL FIT

We statistically compared all steps in the model-building
process using the akaike information criterion (AIC) and the
likelihood-ratio tests. The model that described our data best
and had the lowest AIC score was selected as the final
model. Table VI presents the goodness of fit, marginal R2, and
conditional R2 for each step in the model-building process of
all outcome variables.



TABLE V: Standardized item fit and internal consistency measures for the DES subscales.

DES Inform DES Satis DES Control

I am satisfied with the information I received. 0.87
I know the pros and cons of granting this app access to my {permission}. 0.58
I would have liked more information about how the app will use the access to my {permission}. 0.60
I made a well-informed choice. 0.69
I know exactly why the app needs access to my {permission}. 0.82

I expect to stick with my decision. 0.81
I am satisfied with my decision. 0.88
I am doubtful about my choice. 0.72
I would make the same decision if I had to interact with this app again. 0.80
I am very confident that I made the right decision for myself. 0.88

I felt pressured by the app to make this decision. 0.85
The app allowed me to make my own decision. 0.49
I feel that the app forced me to make this decision. 0.88
This was my own decision. 0.45
I felt that the app would exclude me from using its features if I refused to grant access to my

{permission}. 0.45

ωbetween 0.84 0.93 0.84
ωwithin 0.87 0.89 0.77

TABLE VI: Goodness of fit for final models

Decision AIC LogLik Df Pr(>Chisq) Marginal R2 Conditional R2

simple regression 5050.1 -2524.0
step 1: multilevel base (user and permission as random effects) 4963.5 -2478.8 2 <0.001 0.161

+ step 2: variables from previous work 4882.5 -2436.3 2 <0.001 0.041 0.167
+ step 3: variables of interest: rationale building blocks 4874.3 -2423.1 9 0.002 0.050 0.177
+ step 4: interactions between building blocks 4905.6 -2411.8 27 0.702 0.058 0.188

DES Inform

simple regression 13661.7 -6828.8
step 1: multilevel base (user and permission as random effects) 13252.7 -6622.4 2 <0.001 0.299

+ step 2: variables from previous work & Decision 12642.9 -6314.4 3 <0.001 0.133 0.414
+ step 3: variables of interest: rationale building blocks 12621.0 -6294.5 9 <0.001 0.142 0.413
+ step 4: interactions between building blocks 12667.4 -6290.7 27 0.999 0.143 0.414

DES Satis

simple regression 11489.1 -5742.5
step 1: multilevel base (user and permission as random effects) 10903.8 -5447.9 2 <0.001 0.364

+ step 2: variables from previous work & Decision 10800.1 -5393.0 3 <0.001 0.033 0.377
+ step 3: variables of interest: rationale building blocks 10792.5 -5380.2 9 0.002 0.037 0.381
+ step 4: interactions between building blocks 10828.0 -5371.0 27 0.889 0.041 0.384

DES Control

simple regression 12128.8 -6062.4
step 1: multilevel base (user and permission as random effects) 11036.5 -5514.2 2 <0.001 0.496

+ step 2: variables from previous work & Decision 10990.7 -5488.4 3 <0.001 0.025 0.496
+ step 3: variables of interest: rationale building blocks 10982.7 -5475.4 9 0.002 0.029 0.499
+ step 4: interactions between building blocks 11017.0 -5465.5 27 0.844 0.032 0.503
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